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Sy phat trién cla cong nghé tién tién va bung nbé nhw vi b&o cia Internet trén toan thé gi¢i dem lai cho
chung ta v6 van co hoi trong kinh doanh ciing nhw chia sé truy cép théng tin, bén canh d6 van dé bao mat an
toan hé théng mang ciing la mét van dé séng con dang dwoc dat ra, nd 1a yéu cau thiét yeu hang dau cho
m&i mot doanh nghiép. PLANET CS-500 Content Security Gateway thuc sw la mdt hé théng bdo mat dwoc
thiét ké phu hop véi doanh nghiép nhoé, xay dwng mét hé thédng phan tich théng minh Heuristics Analysis, loc
bd cac spam va virus cho cac email...Ty ddng cap nhat va nhan dang spam, tich hop sén sang co ché phat
hién va diét virus, worms va cac dang tdn céng mang theo nhiéu kiéu khac nhau tir email hay théng qua tin
nhén IM, P2P, nhw MSN, yahoo messenger, ICQ, QQ, Skype...tang téc d6 két ndi mang theo th&i gian thuwe,
khoa d!a chi URL Script. CS-500 khong nhirng c6 thé phat hién, loc spam va virus qua mail ma con c6 kha
nang twong Ira VPN-chinh sach twong Ira cé thé phat hién ngdn chan cac hacker va cac vi khach khong moi
tdn cong ti Internet.
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Anti-Spam Filtering: Bao vé an toan mang da m@c da ch&c nang (Head
Analysis, Text Analysis, Blacklist & Whitelist, Bayesian Filtering, Spam
Fingerprint, kiém tra tai khoan nguwoi givi va dia chi IP address), va thuat toan tim
vét xir ly nhanh chéng loai b6 t&i 95% spam mail. H& tro cac bao céo va nhat ky
theo nhu ciu nguoi quan tri. Cac hinh thrc kich hoat chéng spam mail gém: xo4a,
phuc héi, hay chuyen gi di. Tich hop sén hé thong tw déng cap nhat cac nhan
dang spam mail lién tuc.

Anti-Virus Protection: Tich hgp s&n chc ndng loc virus, do tim cac phadn mém
c6 kha nang nguy hai t¥ email. Hé théng loc mail theo ndi dung twong thich
nhidu giao thivc SMTP, POP3 theo thdi gian thwc hiéu quad cao. H6 tro cac hinh
thirc bao cao, canh bao theo nhu cau ngudi quan trj

Policy-based Firewall: Tich hgp co ché twdong Ira chéng nhidu dang tan cong
bao gom SYN attack, ICMP flood, UDP flood, Ping of Death... Dieu khién truy
nhap cho phép mét s6 nguwdi dung truy cap WAN hay LAN theo th&i gian cai dat.

VPN Connectivity: Thiét bj an ninh mang hé trg két ndi VPN theo cac giao thic
PPTP theo mdé hinh server/client va bado mat IPSec. Bdo mat mang véi xac thyc
SHA-1/ MD5, ma hoa DES, 3DES va AES dam bao giao thong trén mang Internet
cong cdng

Content Filtering: An ninh mang khoa mot sé két néi dwa vao dia chi URLs, ma
Scripts (Pop-up, Java Applet, cookies va Active X), P2P (eDonkey, Bit Torrent va
WinMX), dich vu nh&n tin (MSN, Yahoo Messenger, ICQ, QQ, Skype) va
Download. Khi phién ban P2P hay dich vy nhan tin cap nhat phién ban méi, tw
déng cap nhat va xr ly theo co ché mai

Multiple NAT: Multiple NAT cho phép nhidu mang con truy cap Internet théng
qua 1 cbng giao tiép duy nhét v&i nhiéu dia chi WAN
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Model CS-500

l

Hardware

LAN - 1x10/100Mbps RJ-45
Ethernet WAN - 1x10/100Mbps RJ-45

DMZ - 1x10/100Mbps RJ-45
LED POWER, STATUS, WAN, LAN, DMZ
Power 5V DC, 2.4A

Operating Environment

Temperature: 0 ~ 50 Degree C
Relative Humidity: 10% ~ 90%

Dimension

220 x 150 x 40 mm

Regulatory

Management

FCC, CE Mark
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Web

Network Connection

Transparent, NAT, Multi-NAT

Routing Mode

Static Route, RIPv2

Concurrent Sessions 110,000

New session / second 8,000

Email Capacity per Day 90,000

Firewall Throughput 100Mbps

3DES Throughput 15Mbps

Firewall Policy-based Firewall rule with schedule, NAT/ NAPT, SPI Firewall
VPN Tunnels 100/200

VPN Function

PPTP server and client, IPSec

DES, 3DES and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN

Content Filtering

URL, P2P Application, Instant Message and download Blocking
Blocks Popup, Java Applet, cookies and Active X

Anti-Attack

Hacker Alert : Sasser, Code Red, SYN Flood, ICMP Flood, UDP Flood
Blaster Alert

Scanned Mail Settings

The allowed size of scanned mail : 10 ~ 512KBytes

Email attachment virus scanning by SMTP, POP3
Inbound scanning for internal and external Mail Server

Al Action of infected mail : Delete, Deliver to the recipient, forward to a specific account
Automatic or manual update virus database
Inbound scanning for external and internal Mail Server
Check sender address in RBL
Anti-Spam Black list and white list support auto training system
Action of spam mail : Delete, Deliver to the recipient, forward to a specific account
Up to 100 spam mail rule entries
L Built-in user database with up to 500 entries
Al Support local database, RADIUS and POP3 authentication
Loas Log and alarm for event and traffic
9 Log can be saved from web, sent by e-mail or sent to syslog server
Statistics Traffic statistic for WAN interface and policies, Graphic display
Dynamic DNS
NTP support
Others DHCP server
Virtual server
Mapping IP (DMZ)
Anomaly: Syn Flood, UDP Flood, ICMP Flood and more
IDP Pre-defined: Backdoor, DDoS, DoS, Exploit, NetBIOS and Spyware

Custom: User defined based on TCP, UDP, ICMP or IP protocol
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Content Security Gateway (1 x WAN, 1 x LAN, 1 x DMZ, 200 VPN tunnels)
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