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CS-2001
UTM Content Security Gateway

Sy dbi méi cla Internet da tao co hd to I&n cho cac doanh nghiép vién théng trén toan thé gidi trong viéc
chia sé thong tin, tuy nhién n6 ciing sinh ra nhiéu van dé vé bao mét. Yéu cau vé bao mat thong tin tré
thanh cha dé chinh cho cac doanh nghiép. Dé thuc hién yéu cau nay, tap doan PLANET gidi thiéu giai
phap bao mat UTM Content Security Gateway CS-2001, thé hé tiép theo ctia dong CS-2000, hé tro cho
cac doanh nghiép xay dung hé théng bdo vé mang an toan. Bé twong thich véi cac IP, san pham c6 ho
tro Ipv6.

Thiét bj CS-2001 c6 chirc ndng Heuristics Analysis dé loc thw rac va virus mail, va hé théng chay tw déng
c6 thé lam téng ti 1& nhan dang thw rac. O dia cirng 500GB tich hop ¢6 thé lwu tri cac hom thw rac trong
phan quarantine s(kiém dich). Cac &ng dung Anti-Virus c6 2 céng cu quét virus - Clam va Sophos phat
hién virus, sau, va cac mdi de doa khac tlr hom thw hay ttr Internet. N6 gilp cho cac quan tri vién theo
ddi cac trang thai mail mét cach dé dang bang cach cung cap cac ban bao cao mail hang ngay, hang
tudn, hang thang hay hang nam.

Bén canh viéc loc thw rac vé,virus mail, CS-2001 con cung cap tinh nang IDP va firewall dé bao vé chéng
lai cac hacker va cac cugc tan cong cua hacker tr Internet hay Intranet. Cac tinh néng hoan chinh trong
moét thiét bi cung cap giai phap bao mat cho cac doanh nghiép va méi treong an toan hon bao gio hét.

CS-2001 hd tro hau hét cac tinh ndng bao mat phd bién hién nay bao gdm Content Blocking dé& chan cac
URL cu thé, cac Script, chwong trinh IM/P2P, chirng thyc, IPSec, PPTP VPN server/Client, SSL VPN,
QoS, tinh s&n ding cao, Inbound Load-Balancing v.v... Hon niva, né cung c&p hiéu nang cao hon tat ca
cac giao thirc Gigabit Ethernet va cho téc dd nhanh hon cho cac (rng dung mang. Cac giao thirc ma
ngwdi dung dinh nghia dap &ng cac yéu ciu ctia hé thdng hién tai mot cach linh hoat, va nhiéu giao dién
WAN cho phép cac CS-2001 hd tro’ viéc can bang tai bén trong /bén ngoai va tinh ndng WAN fail-over.
Két qua 1a cac VPN khéng chi cAu hinh Trunk ma con cung c&p VPN fail-over va tinh ning can bang tai,
va mot co ché dw phong VPN dé dadm bao cho VPN luén ludn hoat dong.

>>> M6 hinh trng dung

UTM Content Security Gateway

PLANET UTM Content Security Gateway, CS-2001, gdm 1 cbng bdo mat
duoc thiét ké dac biét véi tinh néng loc thw rac va quét virus. Giéng nhu 1
ngwoi gac cdng clia mang bao mat an ninh, CS-2001 ngan nglra mang noi
bd cla cong ty bi nhidm virus va cac ngudn mang bj chiém déng béi cac
hom thw rac. Hon nira cac IDP cac chirng thwe nguwdi dung va cac tinh
nang sang loc ndi dung ctia cdng bao mat cung cap cho cac mang ndi bo
dd bado méat an toan cao. CS-2001 cung cap cac gidi phap IPSec, SSL
VPN, va PPTP VPN dé dam bdo viéc phan phéi cac dir liéu qua dwong
ham VPN.
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>>> Pac tinh ky thuat

> Tat ca nguwoi sir dung Gigabit c6 thé xac dinh dic diém giao
dién:
CS-2001 Khéng chi hd tro hau hét cac giao dién Gigabit Ethernet dé
cung cap hiéu suét lam viéc cao hon ma con dé& xac dinh ré vai tro
clia giao dién trong méi trrdng mang nha ban.
IPv6 :
IPv6 dwoc nang cap thanh cong tlr phién ban IPv4. CS-2001 st dung
cac phién ban IP mai dé twong thich véi cac méi trwéng mang.
B0 loc Anti-Spam:
Nhiéu I6p bao vé (Spam Fingerprint, Blacklist & Whitelist, Bayesian
Filtering, Spam Signature, Graylist, Kiém tra cac tai khoan nguoi givi
va dia chi IP trong RBL), va tinh nang Heuristics Analysis gilp ngan
chén t6i 95% thw rac.. Cho phép tuy bién cac tuy chinh théng béo va
thw rac dwoc clp bdi ngwdi quan tri. Thay dbi cac hoat dong dé spam
thw gdm viéc xda, chuyén tiép, lwu lai vao phan kiém dich. N6 ciing
tich hop hé théng tw dong dé nang cao ti 1é nhan dang thw rac 1én
dang ké.
Thanh phan bao vé Anti-Virus:
Tich hop cong cu quét virus kép cé thé phat hién ra virus, sau va cac
mbi de doa khac tir hom thw va co thé quét cac giao thirc nodi dung
quan trong, SMTP va POP3 trong thoi gian thwc d& cung cip kha
nang bao vé t6i da. N6 con cho phép tuy bién cac théng bao tuy chon
va ban bao c4o virus mail cho ngwdi quan tri. Thay ddi cac hoat dong
déi véi virus mail nhw x6a, phan phéi, chuyén tiép, lwu vao quarantine.
Anti-Virus cho HTTP, FTP, P2P, IM, NetBIOS: CS-2001 c6 thé loc
virus tr cac giao thirc khac nhau. Cac mau virus co thé tw dong cap
nhat ho&c bang tay.
Két néi VPN:
CS-2001 hé tro mét sé tinh nang VPN -- IPSec VPN, SSL VPN va
may chd/may khach PPTP. Budng hdm VPN véi cac ma héa DES /
3DES / AES va chirng thuc SHA-1 / MD5 dé dam bao hé théng mang
an toan qua mang Internet cong céng. VPN Wizard gilip cho cac quan
tri vién cAu hinh cai dat VPN dé dang.
SSL VPN:
SSL VPN cho phép nguoi dung dé dang thiét 1ap két ndi VPN dé
truyén di liéu béng cach ma hoéa SSL thdng qua trinh duyét Web ma
khong can thiét phai cai dat bat ki phdn mém hay phan cing nao.




>>> Thong sé ky thuat

» VPN Trunk:
Tinh nang VPN trunk cho can béng tai VPN va tinh nang VPN fail-
over dam bao cho két néi VPN dang tin cay hon.

» B0 loc néi dung:

CS-2001 c6 thé chan cac két ndi mang dwa trén URLs, Scripts
(The Pop-up, Java Applet, cookies and Active X), P2P (eDonkey,
Bit Torrent, WinMX and more), Instant Messaging (MSN, Yahoo
Messenger, ICQ, QQ, Skype and Google Talk) va tai Ién / tai
xudng. Néu cé phién ban cap nhat clia phan mém P2P hoadc IM
software bén phia khach hang, CS-2001 sé ty phat hién ra sw
khac biét va cap nhat cac mau loc ndi dung dé déi méi co ché loc.
> IDP:

Tich hop chirc nang IDP c6 thé phat hién ra cac xam nhap va
ngdn chan cac cudc tan céng do tir mang, Dong lwu lweng va cac
dau hiéu b4t thuwong tir mang Internet. CS-2001 cung cép 3 dau
hiéu dé& hé thdng phat hién xam nhap moét cach day dd, va nguoi
dung co thé Iwa chon cach ciu hinh "Anomaly", "Pre-defined" and
"Custom" theo y&u cau ctia méi trwdng hién tai.

» Twong Itra dwa trén cac chinh sach:

Xay dwng twong Itva dwa trén cac chinh sach dé ngédn chan cudc
tAn cong cuia cac hacker ndi tiéng gdm, ICMP flood, UDP flood,
Ping of Death, v.v... Chirc n&ng kiém soat truy cap dé nguoi st
dung LAN hay WAN s dung céac dich vu da dwgc xac thwc trong
thoi gian nhét dinh.

> QoS: Cac gdi tin mang c6 thé dwoc phan loai dwa trén dia chi IP,
cac Subnet IP va cac sé port TCP/UDP va cung cép lwong bang
thong téi da véi ba cip do wu tién.

» Xac nhan ngwoi dung:

Xéac thyc dya trén Web cho phép ngwdi dung dwoc chirng thyc
b&i trinh duyét Web. Co s& di¥ liéu nguoi ding cé thé céu hinh
trén CS-2001 va noé ciing hd tro cac co sé& div liéu dwoc xac thuc
thdng qua cac may chi RADIUS, POP3 va LDAP bén ngoai.

» Sao lwu WAN:

CS-2001 c6 thé theo ddi tinh trang két ndi WAN va tw dong kich
hoat cac lién két dw phong khi phat hién 16i. Kha nang phat hién
nay phu thudc ciu hinh dia chi Internet.

> Can bang tai bén ngoai:

Cac phién mang dwoc chi dinh dwa trén cac ché do cAu hinh can
bang tai gdm cé ché dod "Auto", "Round-Robin", "By Traffic", "By
Session" and "By Packet". Nguwoi si¢ dung ciing ¢é thé cau hinh
cac IP ho&c TCP/UDP va phan cong cho 1 trong 2 cdng két ndi
WAN.

> Can bang tai bén trong:

> CS-2001 cung cAp can bang tai trong cho cac may chd clia doanh
nghiép noi bd. Can béng tai bén trong cé thé 1am gidm tai cho may
chd va nguy co suy sup hé théng dé nang cao hiéu cla lam viéc
clia may chu.

» Multiple NAT:

Multiple NAT cho phép cac mang cuc by dwoc thiét lap trong
nhidu subnets va két ndi Internet qua cac dia chi IP WAN khac
nhau.

> VLAN:

CS-2001 cung cép cac VLAN chuén IEEE 802.1Q va cac nhém
VLAN cho phép quan tri vién cai dat mang mét cach linh hoat.

> Tinh san sang cao:

CS-2001 cung cép tinh n&ng High Availability va hé théng dv
phong dé ddm bo cho mang van hoat dong tét khi thiét bi hdng.

Model CS-2001

Hardware

Ethernet Ethernet

Console 1 x RS-232 (9600, 8, N, 1)

Hard Disk 500 GB

Hardware Watch-Dog Auto reboot when detecting system fail




Management Web (English, Traditional Chinese, Simplified Chinese)
Operation Mode DMZ_Transparent, DMZ_NAT, NAT

Routing Protocol Static Route, RIPv2, OSPF, BGP

Concurrent Sessions 1,000,000

New session per sec. 10,000

Email Capacity per Day
(mail size 1098 bytes)
Firewall Performance 1.6Gbps incoming and outgoing
SSL VPN Performance 80Mbps

IPSec VPN Performance

2,000,000

100Mbps

(With 3DES)
Policy-Based access control

Firewall Security Stateful Packet Inspection (SPI)
NAT / NAPT
Max. 64 multiple subnets

Multiple subnet With VLAN id feature can assign multiple subnets
VLAN trunk support

VPN Tunnels 200 / 1000

(Connection/Configure)
IPSec, SSL VPN, PPTP server and client

. DES, 3DES and AES encryptin

IEDL B MR SHA1 / MD5 authentication alggorithm
Remote access VPN (Client-to-Site) and Site to Site VPN
URL Blocking

Script Blocking (Popup, Java Applet, cookies and Active X)

IM blocking (MSN, Yahoo Messenger, ICQ, QQ, Skype, Google
Talk and more)

P2P blocking (eDonkey, Bit Torrent, WinMX and more)
Download and Upload blocking

Anti-Virus for HTTP, FTP, P2P, IM, NetBIOS

Automatic or manual update virus and signature database
Anomaly: Syn Flood, UDP Flood, ICMP Flood and more

IDP Pre-defined: Backdoor, DDoS, DoS, Exploit, NetBIOS and Spyware
Custom: User defined based on TCP, UDP, ICMP or IP protocol
Yearly, Monthly, Weekly and Daily Report support

Virus scan engine: Two scan engines - Sophos and Clam

Email attachment virus scanning by SMTP, POP3

Inbound scanning for internal and external Mail Server

Action of infected mail: Delete, Deliver to the recipient, forward to
an account and store in quarantine

Automatic or manual update virus database

Content Filtering

Anti-Virus

>>> Thong tin dat hang

CS-2001 UTM Content Security Gateway (Multiple WAN, LAN, DMZ)
Q‘ PLHN ET PLANET Technology Corporation
i 11F, No. 96, Min Chuan Road, Hsin Tien, Taipei, Planet reserves the right to change specifications without prior notice.
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