MH-2001

Multi-Homing Security Gateway

Gateway bao mat Multi-Homing (Multi-Homing Security Gateway) cia PLANET, MH-2001 tich hgp cong
nghé cutting-edge bao gdém cac chirc ndng can bang tai, QoS, VPN, nhan thuc va firewall cho cac site
trung tam dé thiét lap mang van phong va két ndi v&i cac van phong chi nhanh, ciing nhw nhitng nguoi
dung tir xa. N6 dwoc thiét ké cho nhirng gidi phap mang vira va nhd cé von dau tw thap va dich vu hoan
hdo.

Khi internet tr& nén can thiét cho kinh doanh, cach duy nhét dé tranh duwoc tinh trang mét két ndi 1a co
nhiéu hon mét két ndi. MH-2001 vé&i nhidu giao dién WAN tich hop sé& ngan chan viéc mat két 16i Internet
do 16i dwdrng vat ly, gidm cac nguy co tiém &n. Thém nira, n6é cho phép ban thwc hién can bing tai bdng
cach phan phéi lwu lwgng qua hai két ndi WAN.

Thém nira, né la thiét bi multi-homing, Multi-Homing Security Gateway ctia PLANET cung cp mét giai
phap bao mat day du chi trong mot box. Chinh sach bdo mat cho firewall, tinh ndng loc ndi dung va két néi
VPN theo chudn ma hoéa 3DES va AES 14 ly do tai sao né 1a san pham hoan hao cho bdo mat mang. Tinh
ndng quan ly bang théng ciing dwoc tro gitp d& nguwdi quan tri mang dé dang phan phdi mc wu tién bang
thong theo mrc wu tién clia cong viéc

>>> M6 hinh trng dung

M6 hinh trng dung cho doanh nghiép va van phong chi nhanh

MH-2001 13 thiét bj tich hop cao, bao gdm cac déc tinh vé& bdo mat va két
ndi wu viét nhat d& dap ng nhirng nhu cdu cla cac doanh nghiép vira va
nhd. N6 khéng doi héi phai thay déi ha ting mang hién tai nhung van cé thé
cung cép dwoc mot dwong dw phong WAN hiéu qua vé gia thanh va bang
théng tbc d6 cao. Viéc tang tai lwu lvong dwoc gidi quyét dé dang béng
cach can béng tai qua hai két n6i WAN. Bang théng mang c6 thé duoc tang
lén bang cach bd sung thém mot két néi t¢i nha cung cép ISP khac.
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Dac tinh ky thuat

» Két néi VPN: Gateway bao mat tro giup VPN kiéu PPTP va IPSec. Véi

chudn ma hoa DES, 3DES va AES va xac thuc theo SHA-1/MDS5, lwu
lwgng mang di qua mang Internet cong cdng dwgc bao mat an toan.

Loc ndi dung (Content Filtering): Gateway bao mat nay cé thé chan cac
két ndi mang dwa theo URL, Scripts (Pop-up, Java Applet, cookies va
Active X), P2P (eDonkey, Bit torrent va WinMX), Instant Messaging
(MSN, Yahoo Messenger, ICQ, QQ va Skype) va chan Download /
Upload.

DHCP Server; DHCP Server c6 thé cég phat dia chi IP, subnet mask,
DNS cho 253 may tram, gitp quan ly dé dang dia chi IP clia mang ndi
bo.

Quan ly GUI trén nén web: MH-2001 hé tre quan ly va cau hinh GUI
trén nén web. Thiét bj cling ho trg da nglr gom: tieng anh, tiéng trung
chinh théng va tiéng trung don gian.

Nhan thyc nguoi dung: Database clia nguoi st dung c6 thé duoc ciu
hinh trén cac thiét bi, va MH-2001 ciling ho tr¢ database nhan thyc qua
RADIUS Server ngoai va POP3 Server ngoai.

Dich vu tén mién déng (DDNS): Dich vy tén mién dong cho phép nguoi
dung gan dia chi IP dong dén mét host.

Multiple NAT: Multiple NAT cho phép cbng ndi bo thiét dit da subnet va
két néi t&i internet qua nhiéu dia chi WAN khac nhau.

Can bang tai may chu: H6 tro téi 4 nhém Virtual Servers cho can béng
tai may cha.

Accounting Report: Tinh nang Accounting Report giam séat thong tin vé
Iwu lwgng ra va vao mang qua MH-2001




>>> Théng sé ky thuat

Product Multi-Homing Security Gateway
Model [ MH2001 |
Hardware
LAN 1 x 10/100Mbps RJ-45
Ethernet WAN 2 x 10/100Mbps RJ-45
DMZ 1 x 10/100Mbps RJ-45
Button Reset button for reset to factori default settini
Management Web
Network Connection DMZ_ NAT, DMZ_Transparent, NAT
Routing Protocol Static Route, RIPv2
Policy-based routing
Outbound Load Balancing Load-balancing by Round-Robin, traffic, session, packet,
Source IP and Destination IP
Policy-based firewall rule with schedule
NAT/NAPT
Ei SPI firewall
irewall

Prevention of SYN attack, ICMP flood, UDP flood, Ping of
Death, Tear Drop, IP Spoofing, IP route, Port Scan and Land

attack
VPN Tunnels (Configure / 200/ 100
Connection)

PPTP, IPSec

DES, 3DES and AES encrypting

SHA-1 / MD5 authentication algorithm

Remote access VPN (Client-to-Site) and Site to Site VPN
URL blocking, Script blocking (Popup, Java Applet, cookies
and Active X)

Content Filtering IM blocking (MSN, Yahoo Messenger, ICQ, QQ and Skype)
P2P blocking (eDonkey, Bit Torrent and WinMX)

Download and Upload blocking

Policy-based bandwidth management

Bandwidth Management Guarantee and maximum bandwidth with 3 priority levels
Classify traffics based on IP, IP subnet, TCP/UDP port
Built-in user database with up to 200 entries

Radius, POP3 authentication support

Outbound / Inbound accounting report statistics by Source IP,
Destination IP and Service

Log and alarm for event and traffic

VPN Functions

User authentication

Accounting Report

Log and Alarm Log can be saved from web, sent by e-mail or sent to syslog
server
Traffic statistic for interface (WAN 1/ 2) and policies
Statistics Graphic display

Record up to 30 days

Firmware Upgradeable through Web

Configuration Backup and Restore through Web
Dynamic DNS

Others NTP support

DHCP server

Multiple NAT and multiple DMZ (mapped IP) support
Server load balancing

>>>  Thong tin dat hang

MH-2001 Multi-Homing Security Gateway (2 x WAN, 1 x LAN, 1 x DM2Z)
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